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Case Study 1: Suez Rajan Limited cLULMEN

* Crude oil shipments from Iran to China in 2022
* The sale of the oil was in support of US designated organizations
 The network processed payments through US financial system

* The case involved multiple deceptive shipping practices in order to hide the nature of the
trade, including AIS manipulation, STS, fake documents

* Like several instances with Iran, the case resulted in diplomatic tension and reactive vessel
seizures
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Seuz Rajan Limited: Key Players

1.Islamic Revolutionary Guard Corps (IRGC) and Quds Force (IRGC-QF)

1. The IRGCis a designated Iranian military org, involved in
numerous illicit activities, including funding terrorism through
illegal oil sales

2.National Iranian Oil Company (NIOC):
1. NIOC oversees Iran's oil industry and financially supports the
IRGC-QF through the proceeds from oil sales.

4. Suez Rajan and Virgo Tankers:

1. Suez Rajan: Administered by Greek company Empire Navigation
and registered in the Marshall Islands. Suez Rajan Limited was
the bareboat charterer. Vessel flagged in Marshall Islands.

2. Virgo: This tanker transported oil from the Kharg Oil Terminal
and transferred it to the Suez Rajan owned / operated by
Company C. Vessel flagged in Panama.

5. Company B:

1. A Hong Kong-based company that chartered the Suez Rajan to
facilitate the transportation of the oil.

Kharg Island, Iran; 29.22636° N, 50.28623° E; 2022-01-17

SUEZ RAJAN
(9524475)

South China Sea; 1.80171° N, 104.72009° E; 2022-05-17




Suez Rajan Case: Timeline

January 14-17, 2022.

February 3-6, 2022.

The Virgo tanker entered the Persian Gulf and docks at
Berth 11 of the Azarpad at the Kharg Oil Terminal.

It loaded Iranian oil and departs on January 17, 2022.

Used fake AIS signals to not appear near the terminal on
tracking systems

Company B (Hong Kong) charters the Suez Rajan.

The Suez Rajan conducts an STS transfer with the CS
Brilliance at Tanjung Pelepas, Malaysia.

During this STS, the Suez Rajan reportedly takes on
approximately 4,000 barrels of crude oil.

Persian Gulf; 29.3996° N, 49.46673° E; 2022-01-17

Jan. 17, 2022: ESA satellite imagery reflects that the Virgo was not present at its AIS
reported position.



Suez Rajan Case: Timeline

February 12-14, 2022:

* The Suez Rajan engages in an STS transfer with the Virgo near the
EOPL anchorage off Singapore, also broadcasting a fake location.

* This transfer involves 976,483 barrels of oil, effectively masking the
Iranian origin of the cargo.

* The captain and chief officer of the Suez Rajan, under instructions
from Empire Navigation Inc., falsified the vessel's oil record book. They
recorded only the initial, smaller transfer from the CS Brilliance and
omitted the significantly larger transfer from the Virgo

February 11 and 16, 2022:

 Company B uses the U.S. financial system to send two wire transfers,
one for $712,500 and another for $516,233.95, to pay for chartering
fees associated with the Suez Rajan.

February 18, 2022:

* Post-Singapore Transfer: The Suez Rajan was held near Singapore for
nearly a year, was eventually told to offload the cargo in Houston

South China Sea; 1.789343° N, 104.7481° E; 2022-02-12

Feb. 12, 2022: The FIRGO was not located at its reported AIS location.



Suez Rajan Case: Evasion Techniques CULMEN
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e AIS manipulation
 Fake vessel rendezvous
 Multiple STS

* Vessels / companies involved registered:
- Hong Kong
- Marshall Islands
- Panama

e Fake documentation
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The Suez Rajan: Fallout and Consequences CULMEN
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1.Corporate Probation and Fines: Suez Rajan Limited, the bareboat charterer of the
Suez Rajan, pleaded guilty to conspiring to violate the International Emergency
Economic Powers Act (IEEPA) and U.S. sanctions against Iran. The company was
sentenced to three years of corporate probation and fined nearly $2.5 million.

2.Empire Navigation Inc., the operating company of the vessel, agreed to be jointly
liable for the fine and to cooperate with the U.S. government, including transporting
the Iranian oil to the United States for seizure.

3.Deferred Prosecution Agreement (DPA): Empire Navigation Inc. entered into a DPA
with the U.S. government, under which they must adhere to strict compliance measures
and cooperate fully with the ongoing investigation.

4.Seizure of Assets: The petroleum-product cargo aboard the Suez Rajan was seized
under a court order. This amounted to nearly 1 million barrels. The vessel's seizure on
the high seas highlighted the U.S. authorities' capability to enforce international
sanctions and forfeiture laws beyond its territorial waters.

5.Diplomatic Incident
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Case Study 2: Dandong Hongxiang (DHID) CULMEN
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e Case Focus: The Dandong Hongxiang Industrial Development Co. Ltd. (DHID)
case

e Significance: Illustrates North Korea's methods for circumventing
international sanctions using complex interconnected webs.

* Main Activities: Facilitating financial transactions and procuring materials for
North Korea's WMD and ballistic missile programs.

 Methodologies: Use of international networks, front companies, and
complex financial transactions.
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The DHID Case: Key Players CULMEN

 Dandong Hongxiang Industrial Development (DHID): A Chinese trading company
instrumental in North Korea’s sanctions evasion network.

e Liaoning Hongxiang Group: DHID subsidiary and another “gateway company”

e Ma Xiaohong: Founder and head of DHID, orchestrated the company’s illicit
operations.

e Zhou Jianshu, Luo Chuanxu, and Hong Jinhua: Senior managers at DHID involved
in the network.

e Korea Kwangson Banking Corp (KKBC) — Designated North Korean Bank
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The DHID Case: Key Players CULMEN
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B Liaoning Hongxiang Group Companies
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The DHID Case: How
did it work?

* 1. North Korean Government Order
* 2. Procurement by Trade Representative
* 3. Payment Request to North Korean Bank

* 4. KKBC's Payment Request to Chinese Proxy
(DHID)

* 5. Transfer of Orders and Funds by DHID
* 6. Payment to Supplier by Front Companies

* 7. Shipping of Goods (not directly to North Korea)
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The DHID Case: Timeline

2009-2011: DHID begins its involvement with North Korean trade, facilitating
transactions for commodities like refined sugar and urea fertilizer, funded by
Korea Kwangson Banking Corp. (KKBC).

2011: DHID sets up multiple shell companies in jurisdictions such as the
British Virgin Islands and Hong Kong to obscure illicit transactions.

2012-2013: DHID continues to facilitate large-scale commodity purchases for
North Korea, including significant urea fertilizer deals.

2014-2015: DHID’s network expands, and it continues to conduct
transactions involving various goods like coal, pesticides, dual use goods,
general supplies.

September 2015: KKBC transfers $500,000 to DHID’s U.S. dollar account in
Pyongyang.

2016: The U.S. Treasury Department imposes sanctions on DHID, Ma
Xiaohong, and other associated individuals.
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The DHID Case: Techniques Used

Financial Transactions
Front Companies

Commodity Trade — Disguised
shipments

Shipping Techniques - Concealed
Military Equipment

Correspondent Banking

Network Exploitation

ﬁ Parent Company

n' Number af Subsidiaries

C4ADS

Figure 5: Dandong Hongxiang Glabal Metwark
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The DHID Case: Protect Yourself CULMEN
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Be wary of suspicious / dual use goods HS codes:

 9306.90 — Bombs, grenades, torpedoes, mines, missiles and similar munitions of war and parts thereof
* 9014.20 — Instruments and appliances for aeronautical or space navigation (other than compasses)
e 8802.60 — Spacecraft (including satellites) and suborbital and spacecraft launch vehicles

e 8803.90 — Parts for 8802.60

* 8526.10 — Radar

e 8412.10 — Reaction engines other than turbo-jets

e 8411.11 — Turbo-jets: Of a thrust not exceeding 25 kN

 8526.91 — Radio navigational aid apparatus

e 8463.90 — Other machine-tools for working metal or cermet’s, without removing material.
 6815.10 — Non-electrical articles of graphite or other carbon

e 2825.10 — Hydrazine and hydroxylamine and their inorganic salts

e 3801.10 — Artificial graphite

e 3801.90 — Preparations based on graphite or other carbon in the form of blocks, plates or other semimanufactures
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The DHID Case: Protect Yourself CULMEN

 Extra vigilance of Dalian / Dandong addresses S — h_‘w!'ﬁ s

- possible to search sanctions databases by address mm”:j";“;:x\ﬁﬂijm“ i
* Check for shared addresses / phone numbers / emails - T - G
«  With shipping companies / vessels: a0 L |, N I

- Be wary of companies with no internet presence egongmmemmentea L[ T‘:

- Be wary of companies in low due dil jurisdictions ~ | N — - |

- Check vessel histories for flag / company shuffling L :_:::L_HL—*:-“
Q Palantir —t— C4ADS

- Check vessel IMOs in PoE documents etc

Figure 12: Extended Tianfu Network by Shared Identifiers

Entities on the graph are connected by management and shareholding relationships, as well as through shared identifiers.
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Any Questions? CULMEN
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Thanks for your attention
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