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Deception to circumvent sanctions

• Physical changes
• Digital Deception 
• Identity swapping
• Ship to Ship Transfers (STS)
• Flag Hopping
• Obfuscation – Beneficial ownership/operator? [Shadow fleets]

 Due Diligence Using Open-Source DatabasesPort of Registry
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Physical Deception - Alterations

Removing nationality indicators
• Registered flag nationality – E.g. North Korea to Cambodia 
• False flag or absent 
• Fake information in Pre-arrival notice or AIS
• Funnel DPRK flag
• Funnel paint scheme
• Port of Registry
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Physical Deception - Alterations

Removing nationality indicators
• Registered flag nationality – North Korea to Cambodia 
• Funnel DPRK flag
• Funnel paint scheme
• Port of Registry
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Physical Deception - Alterations

• Paint out original names
• Paint new names & IMO numbers
• Alter IMO numbers
• Paint new Port of Registry
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Physical Deception - Alterations
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Paint over original markings
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Physical Deception - Alterations
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Build false cargo hatches to disguise tankers as bulk carriers
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Physical Deception - Alterations

8

Complete identity change in a Chinese shipyard

Register new IMO 
number New ship’s 

documents

Xin Sheng Hai = Talent Ace

Change name

False port of 
registry

Flag change

Paint over old 
name
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Digital Deception - AIS Manipulation 
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• Electronic deception
• Automatic identification 

systems (AIS) 
• Maritime Mobile Service 

Identity (MMSI) 
• AIS decoys & spoofing
• Hide deviations and port 

calls
• Data – alter vessel 

characteristics
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Digital Deception - AIS Manipulation 
Spoofing
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MMSI numbers deliberately 
falsified to appear in two 
locations at the same time 

Mahika

Maika

Yuk Tung
IMO 9030591 

Hika
IMO 9033969

MMSI 325823000

MMSI 357359000
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Digital Deception - AIS Manipulation 
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Selective transmitter deception

homing locator
“class B” AIS transponder

Saebyol
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AIS Manipulation: Swapping identities
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Track of Mouson
328Identity swapping through: 

• fraudulent registration 
profiles

• physical modifications 
• manipulation of AIS

New Konk in Nampo
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AIS Manipulation: Swapping identities
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Identity swapping through: 
• Fraudulent registration profiles
• Physical modifications 
• Manipulation of AIS

New KonkMouson 328 
Cherry 19

New Konk in Nampo
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Why ship-to-ship transfers?
• Evade scrutiny by port authorities 
• Avoid export controls
• Circumvent accounting 
• Diminish data for the UN caps on DPRK imports
• Obscure origin & destination
• Hide complicit actors 

Ship-to-ship transfers
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Ship-to-ship transfers
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Hidden under bulk cargo

Names concealed

Grace 1
(Iran)

Name & flag 
changes Oil spillage 

No flags
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Transfer area: 
Nigbo, 

Zoushan China

Transfer area: 
Nigbo, 

Zoushan China

Ship-to-ship transfers
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Ship-to-ship transfers
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High risk areas and 
international waters used 
for STS transfers involving 
NK associated vessels
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Flag-hopping examples

Flag-hopping
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Flag registry 
network in 
Singapore -
Senat and  
Korasia

Flag-hopping
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Indonesia reported in 2018 that it inspected the ship and found one set of 
registration and crew documents under the Sierra Leone flag and another under the 
North Korean flag.  

Wise Honest: Falsely Dual-listed to Evade Coal Sanctions

Flag-hopping
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Flag Hopping
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Wise Honest

Example using 
the Tokyo MOU 
database
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Due Diligence Using Open-Source Databases

22



A leader in International Security, Logistics, Humanitarian Assistance, and Technology solutions www.culmen.com

Due Diligence Using Open-Source Databases
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https://main.un.org/securitycouncil/en
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Due Diligence Using Open-Source Databases
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https://main.un.org/securitycouncil/en

Select a country 
or group /
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Due Diligence Using Open-Source Databases
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Due Diligence Using Open-Source Databases
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Select narrative summary for individuals or entities, or a vessel
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Due Diligence Using Open-Source Databases
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Select a country 
or group

Go to the UN Security Council Website
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Due Diligence Using Open-Source Databases
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• International Maritime Organization (IMO) Global 
Integrated Shipping Information System (GSIS)

• Equasis
• FleetMon
• MarineTraffic
• VesselFinder
• Tokyo MOU
• Risk Advisory



A leader in International Security, Logistics, Humanitarian Assistance, and Technology solutions www.culmen.com 29

Maritime Search Resources

IMO
• Global Integrated Shipping 

Information System 
(GISIS)

• imo.org
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Maritime Search Resources (cont’d)

IMO
• Global Integrated 

Shipping Information 
System (GISIS)

• imo.org
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Maritime Search Resources (cont’d)

EQUASIS
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Maritime Search Resources (cont’d)
PSC Memorandums of Understanding 
• Indian Ocean MoU
• Paris MoU (EU)

• Riyadh MOU (Persian Gulf)
• Tokyo MOU (Pacific Ocean)
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Maritime Search Resources (cont’d)

PSC Memorandums of Understanding 
• Indian Ocean MoU
• Paris MoU (EU)
• Riyadh MOU (Persian Gulf)
• Tokyo MOU (Pacific Ocean)
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Maritime Search Resources (cont’d)

PSC Memorandums of Understanding 
http://www.tokyo-mou.org/TOKYO MOU
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Maritime Search Resources (cont’d)
Subscription-Based Services
• PurpleTRAC - Pole Star - www.polestarglobal.com
• Windward - https://windward.ai/
• Seaweb – www.spglobal.com
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Ocean Logistics & Supply Chain Operations



A leader in International Security, Logistics, Humanitarian Assistance, and Technology solutions www.culmen.com 37

Maritime Search Resources (cont’d)
Sanctions-Related Resources

• EU Commission advisories & consolidated lists
• UN 1718 Committee designation lists
• UN Lists of designated vessels on North Korea
• UN Panel of Experts annual and mid-term 

reports
• UN Security Council resolutions 
• UN Assistance Notices
• Advisories – US Coast Guard List of Prohibited 

Vessels
• US Dept of Treasury, Office of Foreign Assets 

Control (OFAC)
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• UN 1718 Committee designation lists
• UN Cosolidated Lists of designated vessels 
• UN Panel of Experts annual and mid-term reports
• UN Security Council resolutions
• United States Coast Guard List of Prohibited Vessels
• United States Department of Treasury, Office of Foreign Assets 

Control (OFAC) - SDN

Sanctions-Related Resources

If in doubt, just google – there are many 
media articles containing telling details!



A leader in International Security, Logistics, Humanitarian Assistance, and Technology solutions www.culmen.com

 Thank You!

Sanctions Risk Mitigation 
Questions?

Capt (Ret.) Neil Watts  


